
LAB OBJECTIVE

The objective of this lab is to gain an understanding of the usage, installation and loading of cryptographic equipment. 

INTRODUCTION
The majority of the Department of Defense classified communication data circuits are encrypted using one of the following Type 1 bulk encryptors:  KG-84, KIV-7, KG-194 or KIV-19.  In this lab you will receive training on one of the newest bulk encryptors -- the KIV-19.  The KIV-19 is used as a replacement for the KG-194, also called the Trunk Encryption Device (TED), as it is smaller, lighter and more efficient.  It can encrypt data rates from 9.6 kbps to 13 Mbps and can operate with either the traditional or firefly key. It is fully interoperable with other TED’s, and can operate with the traditional key in: full-duplex, half-duplex, and simplex modes, and with the firefly key in full-duplex mode only.  This lab will provide instruction on the installation and loading of cryptographic equipment.  

APPARATUS

	REQUIRED EQUIPMENT
	QTY
	COMMENTS

	Cray Communications DCP3552 CSU/DSU Installation and Operation Manual
	2
	Provide the network / power cables along with the Cray Communication CSU/DSU Installation and Operation Manual for the lab session.

	Laptop / PC with Hyper-terminal application
	2
	For configuring the CSU/DSU  systems and the Cisco Routers.

	LARSCOM Telco Cross Cable
	1
	

	Network Interface Cable:  RJ48S ( RJ48S TELCO Cross cable
	1
	This will facilitate the T1 Network Interface between the two CSU/DSUs.

	Networking cable:  Cisco 72-07950-01 RS449 DTE Cable ( RS422 DTE Interface cable; Special KIV-RED / BLACK DB-37 PIN ( Cisco 72-07950-01RS449 DTE cables.
	2
	Two sets of each will be required for the KIV-19 employment.

	Cisco 2500 Series Router
	2
	With the required HSSI cable.

	KIV-19
	2
	Provided by the BCBL

	DTD Fill Device
	1
	Provided by the BCBL


PROCEDURES

Students will install and test an encrypted data circuit using KIV-19. 

PHASE 1 – INSTALL THE UNSECURE ROUTER NETWORK WITH LAN CLIENTS
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STEP 1 – Install and configure the T1 communications link between the two Cray Communications (Commo) CSU/DSUs.

1.  Connect the two Cray Commo CSU/DSUs together via the NI LINE interface  / RJ48S 8-Pin modular connection.  You will use the TELCO Cross cable to facilitate this connection. 
2.  Configure the CSU/DSU for network operation.  Get the CSU/DSU Operator manual and turn to page 4-6, para 4.2.4.1 and para 4.2.4.2 to view the Configuration Parameter Interlocks and the Configuration Parameter Descriptions.  [The selected configuration option(s) will be displayed on the 32-digit Alphanumeric Display.]

3.  Use the up and down arrows on the front panel of the CSU/DSU to view and select your configuration options.  Use the up or down arrow to get to the MAIN MENU option.  Once you see MAIN MENU on the display, press ENTER to select and view the main menu options.

4.  Use the up or down key to toggle through the main menu options until you get to the System Configuration option.  Press ENTER to select and view the System Configuration options.  Para 4.2.4.2 in the operator’s manual provide the configuration parameters descriptions and options that are available to the user.  Configure both CSU/DSU systems with the settings that have been highlighted on pages 4-6 and 4-7 of your operator’s manual.  [NOTE:  The manuals have been identified as “MASTER UNIT” and “SLAVE UNIT” to correspond to the side of the network it will be installed on.  The “TIMING” configuration option will be determined by the network function that is required.]

5.  Once you have completed the configuration settings, use the proper keys to put your CSU/DSU back to the MAIN MENU display screen.  You have now configured your CSU/DSU systems for network operation.  Have the Lab instructor verify your configuration settings.  (5 – Points).
STEP 2 – Configure the Cisco 2514 Routers for DTE Operation with the CSU/DSUs and to support LAN clients.

1.  Configure the required interfaces IAW the Figure 1 network diagram to support DTE to NI operations.

2.  Use the 72-0795-01 RS449 DTE cables to connect the Cisco router to the RS422 DTE port on the back of the CSU/DSU.

3.  Configure the routers and PCs to support Ethernet LAN clients IAW the Figure 1 network diagram.  
4.  Verify network connectivity via executing PINGs across the network from each PC LAN client.  Have the Lab instructor verify your nonsecure network before you move on to Phase II.  (15 – Points).
PHASE II – INSTALL THE SECURE ROUTER NETWORK WITH LAN CLIENTS

Install the KIV-19 Trunk Encryption Device (TED) into the router network (see secure network diagram below).
1.  Connect the two KIV-19 TEDs to the CSU/DSUs, using the KIV Black cables (RS449) to the RS422 DTE port on the back of the CSU/DSU .  Connect the RS449 female end to the BLACK port on the back of the KIV-19 TED.  [This will be done for both CSU/DSUs.]

2.  Connect the KIV-19 TEDs to the Cisco 2514 routers serial port via the RED port on the back of the KIV-19 TED.  [You will need to use a special Cisco RS449 DTE ( KIV-19 RED (DCE) cable to facilitate the connection.] 
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3.  Connect the DB-37 Pin end of the cable via the Cisco cable to the RED port on the back of the KIV-19 TED.  The rest of the network on the Ethernet side remains the same.

4.  Have the instructor verify your physical connectivity.  (10 – Points)
PHASE III – LOAD KIV-19 TED AND PASS TRAFFIC OVER THE SECURE NETWORK

STEP 1  - Load the KIV-19 using the following steps.  

1. Place DTD in K13 mode

a. Insert the Crypto Ignition Key (CIK) into Data Transfer Device (DTD)

b. Power-on DTD by pressing the on/off button 

c. Select Applications from DTD main menu 

d. Select f4_11 from the application menu (loading application will appear)

e. Select Utility from f4_11 menu

f. Select setup from the (UTL) menu

g. Select Protocol from the (Set) menu

h. Select cfd from select protocol menu

i. Select k13 from (CFD) menu

j. Press abort key to return to main menu (note: a {k13} should display on upper right of display window)

2.  Selecting a key to load on KIV-19

a. Select xmit from main menu

b. Using the p up or p dn and ( ( ( ( (arrow) keys, scroll until you locate key you would like to utilize (for class purpose we will use key titled “DD”)

c. Select Select from {XMT} menu (an XMT will appear below the {XMT})

d. Select send from the {XMT} menu and hit the enter key

e. Connect fill cable from DTD to the KIV-19 fill port

3.  Loading the KIV-19

a. Using the SCROLL key (on KIV-19), select the LOAD operational function.

b. Press CLR on DTD

c. Press [send] on DTD
d. Once “Press initiate on receiving station” appears on DTD, press the ACTUATE button on the KIV-19 to start load process.
“1 Key Transferred” will appear on the DTD and the PARITY and ALARM lights will light indicating proper key load completion.
e. Use the SCROLL key and select the LCL UPDATE operational function.
f. Press ACTUATE key to go to update “1”.
g. Use the SCROLL key and select the RESTART operational function.
h. When you are ready to “sync” with another KIV-19 press the ACTUATE key, if it does not sync on its own.
4.  The PWR ON, RESYNC and FULL OPR will be lit once the KIV-19’s are in “sync”. (20 – Points)
STEP 2  - Perform End-to-End PING Test to verify secure network connectivity.

Ping the IP addresses of the routers and LAN PCs / clients across the secure network to verify network component connectivity over the secure link.  Have the Lab instructor verify your success to PING the distant LAN client.  (10 – Points)
REFERENCES

· Cray Communications DCP3552 T-1 ESF Channel Service Unit Installation and Operation Manual.

· Titian Systems Corporation, Information Systems Security Division, Technical Manual Model 5020 Family KIV-19 Cryptographic Equipment Enclosure.

· Cisco configuration notes from previous labs.
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