
LAB OBJECTIVE

The objective of this lab is to gain an understanding of the usage, installation and loading of the KG-175 TACLANE cryptographic equipment. 

INTRODUCTION
The TACLANE (KG-175) is a low-cost, key-agile, inline-network encryptor for deployment in DoD tactical and strategic networks.  The TACLANEs meet the needs of users who must communicate securely over legacy tactical IP networks (MPN), strategic IP networks (SIPRNET) and emerging ATM networks (ATDNET, WIN-T).  TACLANEs provide encryption for IP data gram traffic and ATM traffic to support a variety of IP and ATM network configurations.  TACLANEs can be used to partition existing networks into Secure Virtual Networks.  TACLANE Release 1.25 has an added IP routing function, which supports SIPRNET / NIPRNET configurations.  TACLANE Release 1.1 GBS units include features enabling the TACLANE to be used in the Global Broadcast Service (GBS).

The majority of the Department of Defense classified communication data circuits are encrypted using one of the following Type 1 bulk encryptors:  KG-84, KIV-7, KG-194 or KIV-19.  The first COMSEC Lab employed the KIV-19 bulk encryptor.  In this lab you will receive training on one of the newest inline encryptors -- the KG-175 TACLANE.  The KG-175 TACLANE supports ATM cell encryption over ATM cell bearing DS3 and OC3 interfaces at a rate of 45 Mbps.  It also supports IP data gram encryption over an Ethernet 10Base-T or AUI physical interface.  The TACLANE can communicate at multiple security levels, one level at any given time.  The KG-175 TACLANE provides transparent communications security for users of legacy tactical IP networks (MPN), and emerging tactical IP networks (WIN-T).  The KG-175 TACLANE is NSA-certified to provide Type 1 encryption for unclassified up to TS/SCI user traffic.  When separated, both the TACLANE and its CIK are each unclassified CCI.  It can support either traditional or firefly key. This lab will provide instruction on the installation, loading and employment of the TACLANE cryptographic equipment within an unclassified secure network environment.

APPARATUS

	REQUIRED EQUIPMENT
	QTY
	COMMENTS

	Allied Telesyn FS705 Fast Ethernet Switch
	1
	

	PCs with Network Interface Cards
	6 
	To serve as hosts on the network.

	KG-175 TACLANE inline Encryptor
	3
	With the proper cables.

	Allied Signal AN/CYZ-10 Data Transfer Device (DTD) with proper training key
	1
	The BCBL(G) COMSEC Custodian will provide the lab-training key.

	Networking / Ethernet Strait Cables
	12
	

	Ethernet Hubs
	3
	


PROCEDURES

Students will install and test an encrypted data circuit using KG-175 TACLANEs.  The systems will be installed and configured IAW the seven tasks that are outlined below.  These tasks must be completed in sequential order to successfully install the network. 

PHASE 1 – INSTALL THE SECURE IP NETWORK WITH LAN CLIENTS

[NOTE:  You will install the secured network IAW the Fig 1 network diagram below.]
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Figure 1.

[NOTE:  You will configure the TACLANEs IAW the IP Address tables below.]

     KG-175 TACLANE IP ADDRESS TABLES

	TACLANE #1
	

	CT IP address
	192.168.1.1

	CT / PT Subnet mask
	255.255.255.0

	CT Gateway  /  PT Gateway
	000.000.000.000

	PT IP address / PC Gateway
	147.51.25.1


	TACLANE #2 
	

	CT IP address
	192.168.1.2

	CT / PT Subnet mask
	255.255.255.0

	CT Gateway  /  PT Gateway
	000.000.000.000

	PT IP address / PC Gateway
	147.51.26.1


	TACLANE #3
	

	CT IP address
	192.168.1.3

	CT / PT Subnet mask
	255.255.255.0

	CT Gateway  /  PT Gateway
	000.000.000.000

	PT IP address / PC Gateway
	147.51.27.1


STATIC Routes that are entered into each TACLANE.

	Network ID
	Subnet Mask
	TACLANE CT Address

	0.0.0.0
	0.0.0.0
	192.168.1.1

	147.51.26.0
	255.255.255.0
	192.168.1.2

	147.51.27.0
	255.255.255.0
	192.168.1.3


TASK #1:  Inserting/Removing CIK

WARNING:  It is recommended that a CIK be inserted or removed only when the TACLANE is powered off (except when creating a CIK copy).  Inserting a CIK at the wrong time during TACLANE startup could cause the data on the CIK to become invalid. This would cause an “invalid CIK” message to be displayed. If CIK #1(Master) becomes invalid, the TACLANE must be returned to depot for recovery.  CIK #1 can be used to delete the invalid CIK copy from the TACLANE. CIK #1 can then be used to create a new CIK copy.  Use care in turning a CIK (KSD-1) when inserting and removing, especially the first few times a CIK is inserted and removed.  Tabs on the CIK may break if the CIK is forced.  
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Procedure:  

Turn the CIK counter-clockwise to unlock and remove the CIK.

Procedure:  Insert the CIK partially with the flanges straight up and down until the flanges are up against the outside of the TACLANE. Turn the CIK counterclockwise until the flanges line up with the slots, then push to insert. While pushing, turn clockwise on quarter turn until the CIK is locked.

TASK #2:  Attach the Cables (Power and RJ-45 Ethernet Strait Cables)
Procedure:  [Refer to Fig 2-1 below when installing TACLANE cables.]

Power off TACLANE

Attaching the Ground Wire. [N/A FOR THIS LAB (Info only)]  

WARNING Proper grounding is required for safety and to meet HEMP, TEMPEST, and EMI requirements:   

· Proper grounding through the AC or DC power ground is required.  A ground wire (AWG18, not longer than 6 ft.) is recommended for all installations. A ground wire is also required for in-door installations or a ground strap (U.S. Army SC-B-539494 or equivalent) for an outdoor installation is required to meet HEMP.  The ground lug should have a 0.190 in minimum ID to fit on the #10 ground binding post.  Example: MS25036-103 for AWG 18 ground wire.  
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Follow these steps to install the TACLANE ground wire:  

a. Loosen or remove the wing nut from the “GND” ground binding post on the TACLANE as needed.

b. Attach the ground wire to the “GND” ground binding post on the TACLANE and tighten the wing nut.

Attaching the AC Power Cable.

Follow these steps to attach the TACLANE AC power cable (AC power TACLANE model):

a. Make sure that the TACLANE is powered off.

b.  Connect the AC power cable to the power connector on the TACLANE. (Rotate the cable connector against the connector on the TACLANE until the cable connector slides onto the connector on the TACLANE. Rotate the collar on the cable connector clockwise until a click is heard and the connector is locked on.)

Attaching a 10Base-T Ethernet Cable.

Follow these steps to attach a 10Base-T Ethernet cable: The TACLANE 10Base-T RJ-45 jacks are covered by rubber boots; when not in use, make sure that the rubber boots completely cover the 10Base-T RJ-45 jacks to protect them from rain, sand, and dust. 

a. Make sure that the TACLANE is powered off.

b. Attach the 10Base-T Ethernet cable to the PT or “CT 10 Base T” jack on the TACLANE.

TASK #4:  Configure the Date / Time

[NOTE:  All communicating TACLANEs must have their date and time set within + or - 55 minutes of each other to ensure that no communications blackout periods occur.]

Procedure:

a. From the -OFFLINE MAIN MENU-, select MAINT.

b. From the -MAINTENANCE MENU-, select DATE/TIME and the -DATE/TIME (GMT)- screen is displayed (Fig 8-1).  
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c.   Use the arrow keys to navigate to a particular digit of the date and time. Use the +DIGIT and –DIGIT function keys to increment or decrement each digit.   *** Configure the DATE to reflect the current date.  Configure the current time in the TIME frame.

d.   Select DONE when finished, and YES to save changes and the -DATE/TIME (GMT)- screen is displayed (Fig 8-2).
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[NOTE:  Changing the time ahead may expire and automatically delete PPKs. Changing the time backwards may cause a PPK to not be used until the date catches up with the PPK’s update count.]

e. Select YES to save changes and the TACLANE will automatically restart.

TASK #5:  Load the Firefly Key

[NOTE:  The AN/CYZ-10(v3) must be loaded with the NSA Fill software to function with the TACLANE.  The Data Transfer Device (DTD) (AN/CYZ-10(V3)) is the only fill device used at this time to fill TACLANEs with FIREFLY vector sets and PPKs.]

Procedure: FILLING THE FIREFLY VECTOR SET.

Introduction.  The operator can fill TACLANE, using a DTD, with one operational FIREFLY vector set. The FIREFLY vector set allows pair wise FIREFLY TEKs to be dynamically set up between an initiator and responder TACLANE.

[NOTE:  TACLANE must be offline with no security level selected in order to fill the FIREFLY vector set.  The operator must delete any existing FIREFLY vector set before filling a new FIREFLY vector set (Refer to the TACLANE Manual if necessary).

Fill the FIREFLY Vector Set.

a. From the -OFFLINE MAIN MENU-, select KEY MGMT.

b. From the -KEY MANAGEMENT MENU-, select FILL and the -KEY FILL MENU- is displayed (Fig 3-1).
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c. From the -KEY FILL MENU- select OPERATE and the -FILL FIREFLY VS- screen is displayed (Fig 3-2).

[image: image7.png]FILLFIREFLY VS

Connect fill device
to
il port

[SELECT ACTION

ICANCEL _|READY

Figure 3-

. Fill FIREFLY VS.




d. ATTACHING A FILL CABLE.  A DTD, connected using a fill cable (5810-10-066-7587), is used to fill the TACLANE with a FIREFLY vector set and/or PPKs. 

[NOTE:  The fill cable is only needed when filling key. Also, the same procedure applies whether attaching the fill cable to the TACLANE or the DTD – the cable connectors at each end are the same.]

Attach the Fill Cable.

a.  Line up the fill cable connector with the fill port on the TACLANE front panel so that the flat side of the connector is on top and centered on the red dot on the top of the fill port.  

b.  Apply firm pressure to the cable connector, then slightly rotate the cable connector clockwise until it stops.

[NOTE:  If the cable connector is difficult to attach, apply a small amount of silicone lubricant to the rubber O-ring inside the cable connector.  In Artic climate or NBC environments a cotton swab should be use to apply a small amount of silicone lubricant to the rubber O-ring inside the cable connector.]

c.  Release the fill cable connector. The fill cable is locked onto the serial port.

d.  Use the following steps to configure the DTD to transmit the operational FIREFLY vector set (Refer to TM 11-5810-394-12&P).

Load the KG-175 TACLANE using the following steps.  (25 – Points)
1.  Place DTD in the D101 Mode

a. Select Application from the Main Menu

b. Select f4_11 from the Application Menu [Note: Loading application will appear on the screen]

c. Select Utility from DTD Main Menu

d. Select Setup from the Utility Menu

e. Select Protocol from the Setup Menu 
f. Select D101 from the Protocol Menu

g. Select No when asked to provide bus wakeup

h. Press Abort to return to the Main Menu [NOTE: {101} will appear on upper right corner of display window]
i. Use the arrow keys to toggle over to xmit and press Enter
j. From the transmit mode screen, select FILL.  [Note: PPK will appear on the left side of the display screen.]
k. To identify the first key, press the page down key twice and the down arrow key twice.  The following numbers will be displayed on the screen:  004501  1  4548292
l. To identify the next three available keys, press the page down key once and the down arrow key one time.  The following numbers will be displayed on the screen:  004501  1   4148293.  [Note:  Make sure the first two numbers are 004501 {Univ ID} and 1 {Univ ED} on each one of your TACLANE fills.  The third number XXXXXXX {KMID} should be unique 299, 300, 301, etc].
m. Once you identify the correct key, select Select on the screen.  [Note:  xmit will appear below the {xmit} on the screen.]
n. Use the arrow keys to toggle over to send and press the Send or Enter key.

o. Select Direct on the Send Menu screen.

p. Connect the fill cable to the fill port on the TACLANE.

q. Select Ready on the TACLANE and the -FILL FIREFLY VS- screen is displayed (Fig 3-3).
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[NOTE:  ABORT cancels a fill operation in progress and returns to the KEY FILL menu.]
r. Select Send on the DTD to transfer the FIREFLY vector set from the DTD to the KG-175 TACLANE. [Note:  Transferring Message 1 will appear on the display screen of the DTD.]
[NOTE:  When you transmit the operational FIREFLY vector set from the DTD to the TACLANE and the -FIREFLY VS FILL- screen appears (Fig 3-4) the fill operation was successful.]
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s. Once completed, the Select Menu will appear on the DTD and your key information will appear on the display screen on the TACLANE.

[NOTE: When the USER ID is selected, the operator can view the entire USER ID by scrolling with the right and left arrow keys.  Specific values depend on the particular FIREFLY vector set.]

t. Select DONE on the TACLANE to return to the -KEY FILL MENU- (Fig 3-1).

u. Disconnect the fill cable from the TACLANE fill port.

v. Select M_MENU to return to the -OFFLINE MAIN MENU-.

TASK #6:  Configure the KG-175 TACLANEs for Secure Operations

Procedure:    Using the configuration sheet that is provided, enter the configuration information into the KG-175 TACLANEs.

CONFIGURE STATIC (STRATEGIC) IP/ETHERNET PROTOCOL SUPPORT.

a. From the -OFFLINE MAIN MENU-, select CONFIG.

b. From the -CONFIGURATION MENU-, select NETWORK and the -CONFIGURE NETWORK MENU- is displayed (Fig 4-4).
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c. From the -CONFIGURE NETWORK MENU- select PROTOCOL and the -PROTOCOL CONFIGURATION- screen is displayed (Fig 4-5).

[NOTE:  TACLANEs with earlier releases will display E-NET STRAT instead of E-NET STAT and E-NET TACT instead of E-NET DYN.]
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d. Select E-NET STAT and the PROTOCOL CONFIGURATION screen is displayed (Fig 4-6).
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e. Select YES to change the protocol, restart the TACLANE, and return to the -OFFLINE MAIN MENU-.

ENTERING / MODIFYING THE TACLANE IP ADDRESSES.
a. From the -OFFLINE MAIN MENU-, select CONFIG.

b. From the -CONFIGURATION MENU-, select NETWORK and the -CONFIGURE NETWORK MENU- is displayed (Fig 4-7).
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c. From the -CONFIGURE NETWORK MENU- select IP COMM and the -IP COMMUNICATIONS MENU- is displayed (Fig 4-8).
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d. From the -IP COMMUNICATIONS MENU-, select IP ADDRESSES and the -IP ADDRESSES- screen is displayed (Fig 4-9).
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e. Use the arrow keys to navigate to a particular digit of an IP address. Use the +DIGIT and –DIGIT function keys to increment or decrement each digit. Leave leading zeros. For example, an IP address of 148.10.127.55 is entered as “148.010.127.055.” 

[NOTE:  All IP addresses must be in the same IP network (or subnetwork) based on the subnet mask (See paragraph 4.4 “Entering/Modifying the TACLANE IP Subnet Mask”), which the operator may enter after the IP addresses are entered or modified. All IP addresses must also be unique.  Only the GWY PT IP address is visible for dynamic (tactical) IP/Ethernet.]

f. Select DONE when finished.

g. Select YES to save changes. If the TACLANE is configured for dynamic (tactical) IP/Ethernet, the TACLANE returns to the -IP COMMUNICATIONS MENU-. If the TACLANE is configured for static (strategic) IP/Ethernet, the TACLANE restarts and returns to the -OFFLINE MAIN MENU-.

ENTERING / MODIFYING THE TACLANE IP SUBNET MASK.
a. From the -OFFLINE MAIN MENU-, select CONFIG.

b. From the -CONFIGURATION MENU-, select NETWORK.

c. From the -CONFIGURE NETWORK MENU- select IP COMM.

d. From the -IP COMMUNICATIONS MENU-, select SUBNET MASK and the -IP SUBNET MASK- screen is displayed (Fig 4-10).
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[NOTE:  The default mask for the TACLANE IP addresses is displayed.  For TACLANE Classic, Release 1.25, the static routing mode screen allows the operator to enter a PT mask and a CT mask.]

e. Use the arrow keys to navigate to a particular digit of the subnet mask. Use the +DIGIT and –DIGIT function keys to increment or decrement each digit.

[NOTE:  The subnet mask must be consistent with the TACLANE IP addresses entered.]

e. Select DONE when finished.

f. Select YES to save changes and return to the -IP COMMUNICATIONS MENU- (Fig 4-8).

g. Select M_MENU to return to the -OFFLINE MAIN MENU-.

TASK #7:  Configure the Remote KG-175 TACLANE Static Routes
PREPARE THE TACLANE TO CONFIGURE THE STATIC ROUTES.

[NOTE:  The TACLANE must be in STATIC Mode and the CT and PT IP addresses must be in different networks.]  

Procedure:    Use the configuration sheet that is provided to enter the static routes.
SELECT A SECURITY LEVEL.  

a. From the -OFFLINE MAIN MENU-,, select OPERATION.  
b. From the -OPERATIONS MENU-, select SELECT LVL and the -ENTER SECURITY LEVEL- screen is displayed (Fig 3-7).
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c. Select the UNCLASSIFIED security level. [Note:  Once selected, <<UNCLASSIFIED>> will appear below the -OFFLINE MAIN MENU- header screen.  The TACLANE is now ready for static route configuration. ]

ENTER STATIC ROUTES.

a. From the -OFFLINE MAIN MENU-, select CONFIG.

b. From the -CONFIGURATION MENU-, select SECURITY and the -CONFIGURE SECURITY MENU- is displayed (Fig 5-32).
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c. Select STATIC RTE and the -STATIC ROUTE GENERATION- menu is displayed (Fig 5-33).
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d. Select CREATE and the -CREATE STATIC ROUTE- menu is displayed (Fig 5-34).
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[NOTE:  The routing table entry with longest matching network ID and subnet mask combination will be determined to select the remote TACLANE to send the IP traffic to.] 

*** Example entry: Target IP address 200.12.3.25

Entry 1: Net ID: 200.12.0.0 / Net Mask: 255.255.0.0 / TL CT IP:148.10.4.11

Entry 2: Net ID: 200.12.3.0 / Net Mask: 255.255.255.0 / TL CT IP: 148.10.3.11

Entry 2 is “longest match”

e. Select DONE when finished, and YES to save changes and return to the -STATIC ROUTE GENERATION MENU-.

f. Select DONE twice to return to the -CONFIGURATION MENU-.

g. Select M_MENU to return to the -OFFLINE MAIN MENU-.

h.  Select OPERATION.

i.  Select SECURE COMMUNICATION to bring the TACLANE online and enable the secure operational mode.  [NOTE:  This step will automatically take you to the SECURE COMMUNICATIONS Main Menu.  The flashing RUN light on the front panel of the TACLANE indicates that the TACLANE is online and operating in the secure mode.]

TASK #8:  Verify Secure Network Connectivity via PING Commands and TACLANE System Checks

1.  Perform End-to-End PING Test to verify network component connectivity.

a.  Execute PING commands to test the connectivity between your PC and the 2 ports (CT and PT) on the TACLANE directly connected to your Network.  What happens?  

[5-POINTS]  

b.  Execute PING commands to test the connectivity between your PC and the CT and PT IP addresses of the remote TACLANEs.  What happens and why do you think the observed results occurred?

[10-POINTS]  

c.  Now execute PING commands to test the connectivity between your PC and the IP addresses of the other remote PCs in the network.  Can you successfully PING the other PCs? [Yes / No]  __________ Observe any differences in the ping statistics and comment.   [5-POINTS] Why do you think that you can / cannot PING the other remote PCs in the network?  [15-POINTS]  

2.  Perform a TACLANE Systems Check to determine TACLANE remote connectivity.

a.  Go to the -SECURE COMMUNICATION MENU- screen and select OPERATION.

b.  From the -OPERATIONS MENU-, select CALL INFO.

c.  From the -CALL INFORMATION SCREEN-, select SUMMARY.  What information is displayed when you select SUMMARY?  [5-POINTS]
d.  From the Call Information screen, select DETAILED to get to the display detailed call options.  Select IP PATHS and view the available options / information.  What information is displayed when you select the IP PATH option?  [Explain]  [10-POINTS]
e.  Select MAIN MENU to go back to the Secure Communications Main Menu.  PING the IP addresses of the LAN PCs / clients across the secure network to verify network component connectivity over the secure links.  Have the Lab instructor verify your success to PING the distant LAN clients.  (15 – Points)  
f. How many security modes can the TACLANE support, explain. [5-POINTS]
g. Explain the need for the TACLANE utilizing static versus dynamic Ethernet protocols. [5-POINTS]
*******************************************************************************************************

REFERENCES

· General Dynamics TACLANE Development KG-175 TACLANE Operator’s Manual.

· TSEC FA24 Information Assurance (IA) Class Notes.
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